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he Chinese symbols for risk shown above
capture a key aspect of enterprise risk manage-
ment. The first symbol represents “danger” and
the second “opportunity.” Taken together, they
suggest that risk is a strategic combination of vulnerabil-
ity and opportunity. Viewed in this light, enterprise risk
management represents a tool for managing risk in a way
that enables the corporation to take advantage of value-
enhancing opportunities. A missed strategic opportunity
can result in a greater loss of (potential) value than an unfor-
tunate incident or adverse change in prices or markets.

As in the past, many organizations continue to address
risk in “silos,” with the management of insurance, foreign
exchange risk, operational risk, credit risk, and commodity
risks each conducted as narrowly focused and fragmented
activities. Under the new enterprise risk management
(ERM) approach, all would function as parts of an
integrated, strategic, and enterprise-wide system." And while
risk management is coordinated with senior-level oversight,
employees at all levels of the organization are encouraged
to view risk management as an integral and ongoing part
of their jobs.

While there are theoretical arguments for corporate risk
management,” the main drivers for the implementation of
ERM systems have been studies such as the Joint Australian/

New Zealand Standard for Risk Management, Committee
of Sponsoring Organizations of the Treadway Commission
(COSO) in the U.S. (in response to the control problems in
the S&L industry), the Group of Thirty Report in the U.S.
(following derivatives disasters in the early 1990s), CoCo
(the Ciriteria of Control model developed by the Canadian
Institute of Chartered Accountants), the Toronto Stock
Exchange Dey Reportin Canada following major bankrupt-
cies, and the Cadbury report in the United Kingdom.? In
addition, large pension funds have become more vocal
about the need for improved corporate governance, includ-
ing risk management, and have stated their willingness to
pay premiums for stocks of firms with strong independent
board governance.* These studies point out that boards of
directors need to have a thorough understanding of the key
risks in the organization and what is being done to manage
such risks.

What's more, security rating agencies such as Moody’s
and Standard & Poor’s have recently begun to take account
of ERM systems in their ratings methodology. As reported
in a recent study by Moody’s,

Increasing numbers of companies are undertaking enterprise-
level approaches ro risk—a more encompassing and systematic
review of potential risks and their mitigation than most compa-

1. We view the terms “integrated,” “strategic,” and “enterprise-wide” as interchange-
able in what we call enterprise risk management.

2. In the hypothetical Modigliani and Miller world of corporate finance, risk manage-
ment does not add value. However, in the non-frictionless environment of the real world,
risk management by the firm can create value in one or more of the following ways that
investors cannot duplicate for themselves: (1) facilitate the risk management efforts of
the firm's equity holders; (2) decrease financial distress costs; (3) lower the risk faced by
important non-diversified investors (such as managers and employees); (4) reduce taxes;
(5) reduce the firm's capital costs through better performance evaluation and reduced
monitoring costs; and (6) provide internal funding for investment projects and facilitate
capital planning. Refer to “A Senior Manager's Guide to Integrated Risk Management” by
Lisa Meulbroek, Journal of Applied Corporate Finance, Vol. 14, No. 4 (Winter 2002) for
more information on these benefits. Another view of how risk management can maximize
firm value is that risk management should eliminate costly “lower-tail outcomes,” while
preserving as much of the upside as possible; see R. Stulz, “Rethinking Risk Manage-
ment,” Journal of Applied Corporate Finance, Vol. 9, No. 3 (Fall 1996). Corporate risk
management should include choosing the optimal mixture of securities and risk manage-
ment products and solutions to give the company access to capital at the lowest possible

18 Journal of Applied Corporate Finance « Volume 17 Number 3

cost; see Christopher Culp, “The Revolution in Corporate Risk Management: A Decade
of Innovations in Process and Products,” Journal of Applied Corporate Finance, Vol. 14,
No. 4 (Winter 2002).

3. The Joint Australian/New Zealand Standard for Risk Management (AS/NSZ 4360:
1999), first edition published in 1995, provides the first articulation of practical enter-
prise risk management. This guide covers the establishment and implementation of the
risk management process involving the identification, analysis, evaluation, treatment, and
ongoing monitoring of risks.

Committee of Sponsoring Organizations of the Treadway Commission (COSO) (Sep-
tember 1992); Group of Thirty, Derivatives: Practices and Principles (Washington, DC:
1993); “Where Were the Directors"—Guidelines for Improved Corporate Governance in
Canada, Report of the Toronto Stock Exchange Committee on Corporate Governance in
Canada (December 1994); CoCo (Criteria of Control Board of the Canadian Institute of
Chartered Accountants); and Committee on the Financial Aspects of Corporate Gover-
nance (Cadbury Committee, final report and Code of Best Practices issued December
1, 2002).

4. In McKinsey & Company and Institutional Investor, “Corporate Boards: New Strate-
gies for Adding Value at the Top,” a 1996 study of 50 money managers.
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nies have undertaken in the past. Business units are tasked with
identifying risks and, where possible, quantifying and deter-
mining how to mitigate them. These assessments typically are
rolled up ro a corporate level, sometimes with direct input from
the board or audit committee. These assessments have ofien been
relatively broad, focusing on reputation, litigation, product
development, and health and safety risks, rather than focusing
solely on financial risks. Where we have seen these assessments
implemented we have commented favorably, particularly when
the board or the audit committee is actively involved.

Given the overwhelming incentives and pressures to
employ an enterprise-wide approach to risk management,
we are surprised that more firms are not doing so. One
deterrent is the scarcity of case studies describing successful
implementations of ERM. A recent study by the Associa-
tion of Financial Professionals noted that while most senior
financial professionals see their activities evolving into a more
strategic role, most also feel that more education and train-
ing are needed to meet these future challenges.® The Joint
Australian/New Zealand Standard for Risk Management
mentioned above provides the first practical prescription
for implementation of ERM using generic examples. While
some articles and reports provide examples and insights into
the potential benefits of ERM, most lack a useful framework
and sufficient practical detail to guide other firms.” One case
study published in this journal in 2002 by Scott Harrington,
Greg Nichaus, and Kenneth Risko describes how United
Grain Growers combined protection against financial
(such as currency and interest rate) risk and conventional
insurance risk using an integrated risk management policy
provided by Swiss Re.® However, there is a crucial need for
case studies that help firms to better understand the totality
of risks faced—that is, a more holistic view of ERM—and
not just those that are easier to quantify.’

While there is no “one size fits all” approach to ERM,
companies can benefic by following the best practices of
successful firms. The purpose of this case study is to fill this
gap in the literature by providing the process by which one
firm, Hydro One., Inc. has successfully implemented ERM.
This firm is considered by many to be at the forefront of
ERM, especially in the comprehensive management of risks
faced. Risk managers from the World Bank, the Auditor
General of Canada, Fluor Corporation, Toronto General

Hospital/Universal Health Network, and other firms from
various economic sectors have visited Hydro One in order
to learn from its experiences.

This case study examines the implementation of ERM
at Hydro One by describing the process the firm followed,
beginning with the creation of the Chief Risk Officer
position (the rise of the CRO). We describe the steps of
implementation, which started with a pilot study involv-
ing workshops conducted with one of the subsidiaries. The
purpose of the pilot study was to determine if ERM should
be deployed throughout the firm. We next analyze the ERM
process and describe various tools and techniques such as the
“Delphi” Method, risk trends, risk maps, risk tolerances, risk
profiles, and risk ranking as it relates to the capital expendi-
ture process. Finally, we note that ERM has become such an
integral part of the workplace that the corporate Chief Risk
Officer is now becoming a low-maintenance position (the
evolution of the CRO) within the company.

Hydro One

Hydro One Inc. is the largest electricity delivery company
in Ontario, Canada, and one of the ten largest such compa-
nies in North America. Its predecessor, Ontario Hydro, was
founded nearly a century ago, principally to build transmis-
sion lines to supply municipal utilities with power generated
at Niagara Falls. Hydro One came into being in 1999 after
legislation divided Ontario Hydro’s delivery and genera-
tion functions into two separate companies. Hydro One
today consists of three businesses—transmission, distribu-
tion, and telecom. Its main business (contributing 99%
of revenue) is the transportation of electricity through the
high-voltage provincial grid and low-voltage distribution
system to municipal utilities, large industrial customers,
and 1.2 million end-use customers.

Hydro One has total revenues of CAD 4.1 billion,'
total assets of CAD 11.3 billion, and approximately 4,000
employees. Total equity is CAD 4.3 billion, or 38% of total
assets, and all the shares are owned by the Ontario govern-
ment. In 2001, the Ontario government announced its
intention to proceed with an initial public offering (IPO).
However, special interest groups successfully challenged the
IPO in the Supreme Court of Ontario, and the prospec-
tus was withdrawn. Long-term financing for Hydro One is
provided by access to the debt markets, including a medium-

5. Refer to Moody’s Findings on Corporate Governance in the United States and
Canada: August 2003 - September 2004 (New York: Moody's Investors Service, October
2004).

6. See the Association for Financial Professionals, “The Evolving Role of Treasury:
Report of Survey Results,” (November 2003).

7. See, for example, “University of Georgia Roundtable on Enterprise-Wide Risk Man-
agement,” Journal of Applied Corporate Finance, Vol. 15, No. 4 (Fall 2003); “Strategic
Risk Management: New Disciplines, New Opportunities,” CFO Publishing Corporation
(2002); Marie Hollein, “Measuring Risk: A Strategic Review and Step-by-Step Approach,”
AFP Exchange, Vol. 23, No. 6 (Nov/Dec 2003); and James C. Lam and Brian M. Kawa-
moto, “Emergence of the Chief Risk Officer,” Risk Management (September 1997); and
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similar articles in CFO Magazine (http://www.cfo.com).

8. See S. Harrington, G. Niehaus, and K. Risko, “Enterprise Risk Management: The
Case of United Grain Growers,” Journal of Applied Corporate Finance, Vol. 14, No. 4 (Win-
ter 2002), and Chapter 6 of T.L. Barton, W.G. Shenkir, and P.L. Walker, Making Enterprise
Risk Management Pay Off, Financial Executives Research Foundation, Inc. (2002).

9. As reported in a recent survey, companies indicated that quantifiable risks are still
absorbing too much of their attention and that they need to better understand the totality
of the risks their firm faces. See “Uncertainty Tamed? The Evolution of Risk Management
in the Financial Services Industry,” a joint project by PricewaterhouseCoopers and the
Economist Intelligence Unit (2004).

10. CAD = Canadian dollars.
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Figure 1 ERM Policy

Attachment A

Hydro One Inc.
Enterprise Risk Management Policy

Hydro One Inc. and its subsidiaries use an enterprise-wide portfolio approach for the management of key
business risks. Enterprise risk management provides uniform processes o identify, measure, treat and
report on key risks'. It supports the Board's corporate governance needs and the due diligence
responsibilities of senior management. It also helps 1o strengthen our management practices in a manner
demonsirable 1o external stakeholders.

Management Principles
To fulfil this commitment, we abide by the following seven principles

1. Risk management is everyone’s responsibility, from the Board of Directors to individual employees.
Each is expected to understand the risks that fall within the limits of their accountabilities and is
expected to manage these risks within approved risk tolerances.

2. Hydro One will manage its significant risks through a portfolio approach that optimizes the trade-offs
between risk and return across all business functions. Optimization ensures that the Corporation
accepts the appropriate level of risk to meet its business objectives.

3. Each subsidiary or line of business is expected to undertake risk assessments on no less than an annual
basis for the business as a whole, and as determined locally for elements below the subsidiary level.

4. Enterprise Risk Management will be integrated with major business processes such as strategic
planning, business planning, operational management, and investment decisions to ensure consistent
i ion of risks in all d kil

5. Enterprise Risk isa ive, di and process in which risks
arc identified, analyzed, and consciously accepted or mitigated within approved risk tolerances

6. Enterprise Risk Management will continue to evolve to reflect industry best practices and Hydro One
Inc.’s needs. This policy will be reviewed annually by the Senior Management Team and the Audit &
Finance Committee of the Board

7. Local risk management policies and processes will be consistent with this corporate policy and its
companion Framework. Additionally, all local policics and processes will facilitate the upward
consolidation and review of all significant business risks.

ies and iliti Structure)

\

The Audit & Finance Committee of the Board reviews annually with the officers of the Corporation:
the Corporation’s risk profile; the risk retention philosophy/risk tolerances of the Corporation; and the
risk management policies, processes and accountabilities within the Corporation.

# The President has ultimate accountability for managing the Corporation’s risks. The Chief Financial
Officer has specific accountability for ensuring that cnterprise risk management processes arc
properly and

by the Corporation.
# The Senior Management Team provides management oversight of the Hydro One risk portfolio and
the Corporation’s risk management processes. It provides direction on the evolution of these processes

and identifies priority arcas of focus for risk assessment and mitigation planning

!
Details on these processes are available in the companion Enterprise Risk Management Framework

January 2003 (Rev 3)

# Each of the President’s Direct Reports has specific accountabilities for managing risks in their
subsidiary or function. Each will establish specific risk tolerances for their lines of business that do not
exceed the limits of corporate risk tolerances. On an annual basis, each is also expected to formally
attest that the unit’s risk management process is in place, operating effectively and is consistent with
this policy.

# Line and Functional Managers are responsible for managing risks within the scope of their authority
and accountability. Risk acceptance or mitigation decisions will be made explicitly and within the risk
tolerances specified by the head of the subsidiary or function.

# The Chief Risk Officer provides support to the President, CFO, Senior Management Team and key
managers within the Corporation. This support includes developing risk management policies,
frameworks and processes, introducing and promoting new techniques, preparing annual corporate risk
profiles, maintaining a registry of key business risks, and facilitating risk assessments across the
Corporation.

Definitions

Risk: The potential that an event, action or inaction will threaten Hydro One’s ability to achieve its
business objectives. Risk is described in terms of its likelihood of occurrence and potential impact or
magnitude. Broad categories of risk in Hydro One include strategic, regulatory, financial, and operational
risks.

Risk Assessment: The systematic identification and measurement of business risks, on a project, line of
business or corporate basis. It also includes the review or establishment of risk tolerances, the evaluation of
existing mitig: and conscious or treatment of residual risk.

Risk Mitigation/Treatment: Actions or decisions by management that will change the status of a risk.
Options include retaining the risk (cither completely or partially), increasing the risk (where mitigation is
not cost-effective), avoiding the risk (by withdrawing from or ceasing the activity), reducing the likelihood
(by increasing preventive controls), reducing the consequences (by emergency or crisis response), and/or
transferring the risk (by outsourcing, insurance, etc.).

Risk Profile: The results of any risk assessment, assembled into a consolidated view of the significant
strategic, regulatory, financial and operational risks at play in a project, linc of business or across the
Corporation.

Risk Tolerances: Guidelines that establish levels of acceptable and unacceptable exposure from any risk.
Tolerances define the range of possible impacts (from minor to catastrophic) that risks might have on
business objectives. Risk tolerances are established for the Corporation and reviewed annually. Each
project, function or line of business assessing its risks is expected to use or develop a set of risk tolerances
that does not exceed established corporate limits.

References

@ Hydro One Inc. Board of Directors, Audit & Finance Committee, Terms of Reference, 2002
@ Hydro One Corporate Policy on Internal Control, Dec. 2001

@ Joint Australian/New Zealand Standard for Risk Management (AS/NZS 4360:1999)

@ Conference Board of Canada, A Conceptual Framework for Integrated Risk Management, Sept.1997

Tom Parkinson Date
President
Hydro One Inc.

January 2003 (Rev 3)

term note program. Short-term liquidity is provided through
a commercial paper program. The company’s long-term
debt is rated A2 by Moody’s and A by Standard & Poor’s,
and its commercial paper is rated Prime-1 and A-2.

Getting Started With ERM

Enterprise risk management was established at Hydro
One in 1999. As part of the firm’s spinoff from the previ-
ous Ontario Hydro, the management and board of Hydro
One set high goals for being a best-practices organization
with superior corporate governance and business conduct.
Hydro One wanted to look at risks and opportunities in
an integrated way that would lead to a better overall alloca-
tion of corporate resources. At the same time, the scheduled
deregulation of the electricity markets posed a new external
challenge that had to be addressed. Finally, the increased
scrutiny on corporate governance called for a comprehen-
sive risk management program.

Corporate Risk Management Group
At first, the attempts to implement ERM were led by

external consultants, but no lasting benefits or transfer of
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knowledge appeared to result from those initiatives. Then,
in late 1999, the Head of Internal Audit, John Fraser (one
of the authors of this article), was asked to take on the
additional role of Chief Risk Officer (CRO). A Corporate
Risk Management Group was established consisting of the
CRO (part-time) and two full-time professionals, one with
a degree in industrial engineering and one with an MBA in
process re-engineering and organizational effectiveness. The
group was given six months to prove its worth. If it failed to
demonstrate its value during this period, the idea of imple-
menting ERM would be abandoned and the Corporate
Risk Management Group dissolved.

In early 2000, the Corporate Risk Management Group
prepared two documents with the help of experienced
consultants: an ERM Policy (Figure 1) and an ERM Frame-
work (Figure 2). The ERM Policy set forth the governing
principles and who was responsible for specific aspects of
risk management activities, and the ERM Framework set
out the procedures for ERM in greater detail. The Corporate
Risk Management Group took the ERM Policy and ERM
Framework to the Executive Risk Committee for discussion
and approval. The Committee, which consisted of the CEO
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Figure 2 Risk Management Process

Establish the Business Context
* Hydro One strategy

¢ Hydro One business objectives
e Hydro One risk tolerances
 Risk owners, stakeholders
 Risk language

Identify Risks

¢ What can happen?

e How can it happen?

v

Assess Risks and Controls
Determine consequence

v

Assess Current Controls
Confirm Determine
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Estimate strength of controls
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Estimate level of risk

v

Tolerable Risk?
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I

Communicate and consult
Monitor and review

Yes

No

Mitigate /Treat Risks
e |dentify treatment options
¢ Assess effectiveness
e Assess cost
¢ Assess ease of implementation
¢ Prepare/approve treatment plans
¢ Implement plans

and the most senior executives, suggested that a pilot study
be undertaken with one of the small subsidiaries before
formal approval of the Policy and Framework was sought
from the Audit and Finance Committee of the Board.

Pilot Study

With some consulting assistance, the Corporate Risk
Management Group planned the first ERM workshop in
the subsidiary. Using its own staff; the Group executed the
first ERM workshop in Spring 2000.

The workshop followed a conventional format. Prior to
the workshop, a list of some 80 potential risks or threats to
the business was developed and e-mailed to the management
team of the subsidiary. Each member of the team was asked
to choose the ten most critical risks facing the company—and
based on these choices, a list of the top eight was prepared.
Then, at the workshop, these eight risks were discussed one
at a time and their relative importance voted upon by the
management team. Voting was accomplished using the Delphi
Method,'! which involves a combination of facilitated discus-
sions and iterative anonymous voting technology designed to
quickly identify and prioritize risks based on magnitude and
probability and to evaluate the quality of controls.

The first vote on the perceived magnitude of a partic-
ular risk—with risk defined on a five-point scale: Minor,
Moderate, Major, Severe, and Worst Case—often showed
wide dispersion. In each case, the initial vote was followed
by discussion of the definition of the particular risk, and of
its causes and consequences. Depending on the dispersion
of votes in the first voting session, the discussion could be
long or short. A second vote was then taken; and until a clear
alignment or a clearly defined cause of disagreement was
established, this sequence of discussion and voting might be
repeated (usually no more than three votes were needed in
practice). Then, with the voting and prioritization of risks
completed, preliminary action plans were discussed and
managers identified as “Champions” with the responsibility
of developing more concrete action plans.

The discussions proved to be very valuable. Issues that
managers had thought about but never openly discussed
were addressed. Concerns about some risks were allayed
and new risks were identified; but in any case there was
the beginning of a common understanding of risks and
of a corporate plan for prioritizing action and resources
to manage such risks. Since this was a pilot study for the

11. The Delphi method, originally developed by the RAND Corporation in 1964 for
technological forecasting, is a way of estimating future measures by asking a group of
experts to make estimates, re-circulating the estimates back to the group, and repeat-
ing the process until the numbers converge. It is a formal method used to generate
expert collective decisions. The Delphi method recognizes human judgment as legitimate
and useful inputs in generating forecasts. Single experts sometimes suffer biases and
group meetings may suffer from “follow the leader” syndromes and/or reluctance to
abandon previously stated opinions. The Delphi method is characterized by anonymity,
controlled feedback, and statistical response. The Rand report is still interesting to read
and contains many innovations that are used in the analysis and describes Delphi results.
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For instance, the report presents arguments for using median values rather than the
mean values of the group’s responses and also illustrates how ranges of opinions can
be presented graphically (see T.J. Gordon and Olaf Helmer, Report on a Long Range
Forecasting Study, R-2982, Rand Corporation, 1964). For a broad review of the literature
on Delphi and references to the method and past studies, refer to Fred Woudenberg, “An
Evaluation of Delphi,” Technological Forecasting and Social Change (September 1991).
For further information on practical applications, see Michael Adler and Erio Ziglio (Eds.),
Gazing into the Oracle: The Delphi Method and its Application to Social Policy and Public
Health (Jessica Kingsley Publishers, 1996).
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Figure 3 Risk Tolerances

Definition of Risk Tolerances: (1) Minor: Noticeable disruption to results; manageable; (2) Moderate:

Material deterioration in results; a concern; may not be acceptable; management response would be considered;
(3) Major: Significant deterioration in results; not acceptable; management response required; (4) Severe:
Fundamental threat to operating results; immediate senior management attention; (5) Worst Case: Results
threaten survival of company in current form, potentially full-time senior management response until resolved.

Business Event Impact 5 4 3 2 1

Objectives Description Worst Case Severe Major Moderate Minor

Financial Net Income shortfall ~ $>150M shortfall $75-150M shortfall ~ $25-75M shortfall $5-25M shortfall <S5M shortfall
(after tax, in one year)

Reputation Negative Media International media National media Provincial Local profile Letter to
Attention; Opinion attention; opinion attention; profile; Several Government or
leader and Public leaders/customers most opinion opinion leaders/ Senior
Criticism nearly unanimous in leaders/customers customers Management

public criticism publicly critical publicly critical

System Reliability Outages on the One of: One of: One of: One of: One of:

Hydro One system

>100,000 Customers
Distribution or
>1000MW Tx for more
than seven days or
Failure to Meet NERC
Minimum Standards

40k-100k Customers
Dx or

400-1000 MW Tx for
4-7 days or

Failure to Meet
Minimum Standards

10k-40k Customers
Dx or

1k-10k Customers
Dx or

<1000 Customers
Dx or

100-400MW Tx 10-100MW TX <10MW Tx for
for 2-4 days or for 4-24 hours or <4 hours or
Concern Near Threshold Near Threshold
Expressed by NERC of many NERC for One NERC
Standards Standard

Corporate Risk Management Group, the participants were
asked to evaluate the quality and benefits of each workshop.
The programs received high ratings and the managers of
the subsidiary requested a follow-up session to discuss and
rank the next eight risks that had been identified.

Final Approval

Following the pilot study in the subsidiary, the Corporate
Risk Management Group returned to the Executive Risk
Committee for debriefing. The pilot study was considered
a success, and the Chief Risk Officer presented the ERM
Policy and the ERM Framework to the Audit and Finance
Committee of the Board for approval. In the summer of
2000, the Audit and Finance Committee approved the
documents, and a roadmap for implementing ERM at
Hydro One was established.

Processes and Tools

The overall aim of Hydro One’s ERM Framework (Figure
2) is not risk elimination or risk reduction per se, but rather
attainment of an optimal balance between business risks
and business returns.

The Business Context
The ERM Policy of Hydro One in Figure 1 defines risk as
follows:

The potential thar an event, action, or inaction will threaten
Hydro One’s ability to achieve its business objectives. Risk is
described in terms of its likelihood of occurrence and potential
impact or magnitude. Broad categories of risk in Hydro One
include strategic, regulatory, financial, and operational risks.

Since risk is defined by its potential to threaten the achieve-
ment of business objectives, it is imperative to clearly state
these objectives and how they contribute to Hydro One’s
overall strategy. The Corporate Risk Management Group
found that objectives were not always clearly articulated,
and that the workshop process from the pilot study helped
in achieving clarity of business objectives needed to achieve
the corporate mission.

The same was true of risk tolerances. Risk tolerances are
guidelines that establish levels of acceptable and unacceptable
exposures to any given risk (Figure 3 shows risk tolerances
for three categories of risk out of 16). Tolerances define the
range of possible impacts (on a five-point scale from Minor to
Worst Case) of specific risks on business objectives. Through
the workshops, a common understanding was developed as
to how to categorize impacts from a particular risk on the
firm’s ability to accomplish key business objectives.'*

As an example, Hydro One has a financial objective
related to earnings stability—namely, to limit the risk of
a major shortfall in net income and the associated possibil-

12. The two scales (risk tolerance and probability rating) form the backbone of the
quantification of risks at Hydro One and make comparisons possible between impacts that
are easily quantifiable in monetary terms (e.g., shortfall in net income) with impacts that are
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more qualitative in nature (e.g., extent of criticism). For example, a risk that has an impact
of 3 in relation to objective A and an impact of 2 in relation to objective B is a more serious
threat to Hydro One in relation to objective A than it is in relation to objective B.
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Figure 4 Probability Rating Scale

Score Rating Description

5 Virtually Certain 95% probability that the event will occur in
the next 5 years

4 Very Likely 75% probability that the event will occur in
the next 5 years

3 Even Odds 50% probability that the event will occur in
the next 5 years

2 Unlikely 25% probability that the event will occur in
the next 5 years

1 Remote 5% probability that the event will occur in

the next 5 years

ity of financial distress costs. One source of the risk to net
income is loss of competitiveness; another is the volatility of
financial markets.

A second important corporate objective of Hydro One
is maintaining its reputation and public profile. One poten-
tial source of reputational risk is pollution damage; another
is inappropriate employment contracts. In this case, the
magnitude of the risk is not measured in dollar terms, but
in terms of the extent of public criticism both on a local as
well as an international basis.

Although the ERM Policy of Hydro One states that
“risk management is everyone’s responsibility, from the
Board of Directors to individual employees,” the risk facing
a specific project or line of business will typically fall under
the accountability of a primary risk “owner,” typically the
project manager or the business’s CEO.

Identification and Assessment of Risks and Controls

The approach to risk identification depends on the depth
and breadth of the activities under review and the extent to
which these activities are “new” to Hydro One. As described
above, however, the process typically involves the identifica-
tion of 50-70 business risks which are then narrowed down
to the ten most significant risks through interviews and
focus groups. In assessing risks, the aim is to understand
both the size of the potential losses as well as the associ-
ated probability of occurrence. In theory, the correct way to
portray the estimated effect of a risk is to use a probability
curve that reflects the potential outcomes and associated
probabilities. But given the practical difficulties of “build-
ing” such a curve, Hydro One has instead chosen to focus
on the “worst credible” outcome within a given time frame
and its associated probability of occurrence. This has proven
to be a practical and efficient way to focus on major risks
while avoiding excessive detail and complex calculations.

For all risks deemed to be “major,” Hydro One defines
the “worst credible” outcome as the greatest loss that can
result in the event that certain key controls fail. (As so
defined, worst credible outcomes differ both from “inher-
ent magnitudes,” which assume that all controls fail or are
absent, and “residual magnitudes,” which assume that all
key controls are in place and functioning.) The probabil-
ity of such outcomes is evaluated for a specific time frame,
generally two to five years, though for special projects the
period is as short as six or nine months. As shown in Figure
4, Hydro One uses a probability rating scale from “Remote”
(a 5% probability that the event will occur in the stipulated
time frame) to “Virtually Certain” (95% probability).

After the Corporate Risk Management Group has helped
management estimate the “worst credible” outcome, the
impact on various objectives, and the associated probabilities
for each risk (by workshops and the Delphi Method), the next
step is to produce a “risk map” like the one presented in Figure
5. The bubbles in the figure represent the expected effect of
the risk on a certain objective in terms of its estimated impact
(reflected on the horizontal axis) and the estimated probabil-
ity that the impact materializes (on the vertical axis). In the
case of each risk, the estimated probabilities represent the
relevant experts’ best guess that the “worst credible” outcome
will materialize. Management also uses the risk map to track
the historical development of particular risks and to project
expected future developments.'?

The size of the bubbles in the figure indicates the extent
of management’s confidence in the effectiveness of the
company’s controls and efforts to limit individual exposures.
Control assessment involves the strength of existing organi-
zations, processes, systems, and feedback loops that are in
place to manage the risk. The company has developed a
“control strength” model that is designed to complement
its risk tolerances. For any given magnitude of risk (from
Minor to Worst Case), there is a corresponding strength of
control, with “I” representing few controls and “5” repre-
senting full prescriptive controls with executive oversight.

Tolerability of Risk—and Risk Mitigation

Once risks and controls are assessed, a rank-ordered list of
“residual risks” is assembled. The risk owner (for example,
the subsidiary CEO or the project manager) then deter-
mines the firm’s tolerance for each risk. Within the limits
of the risk owner’s accountability, the risk owner decides
either to accept the risk as is or to take (further) steps to
mitigate it. If the risk owner accepts the risk as is, the risk is
monitored and reviewed in the normal future course of risk
management processes. If the risk owner decides to mitigate
the risk, the process of risk mitigation is defined.

13. For another example of how a firm uses risk maps in enterprise risk management,
refer to Chapter 5 on Microsoft Corporation, in T.L. Barton, W.G. Shenkir, and P.L. Walker
(2002), cited earlier.
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Figure 5 Risk Map
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Risk owners thus have seven possible ways of dealing
with significant risks:

* Retain: Risk exposure is accepted as is without further
mitigation, since the potential return is viewed as desirable
and the downside exposure is not significant.

* Retain, but change mitigation: A partially mitigated
exposure is maintained, but a change in mitigation reduces
the cost of control.

* Increase: Risk exposure is increased, either because
the potential return is viewed as desirable or the controls in
place are not cost-effective.

* Avoid: Risk exposure will be eliminated entirely
(pethaps by withdrawal from a business area or ceasing
the activity), since the potential return does not offset the
downside exposure.

* Reduce the likelihood: Risk exposure will be
reduced cost-effectively through new or enhanced preven-
tive controls.

* Reduce the consequences: The impact of any
risk that macerializes will be reduced through emergency
preparedness or crisis response.

e Transfer: Risk exposure will be transferred to others
(pethaps through an insurance policy or an outsourcing
arrangement).

As can be seen from the list, risk mitigation is not neces-
sarily the same as risk elimination or risk reduction. As
previously mentioned, the purpose of strategic risk manage-
ment at Hydro One is to balance business risks and business

returns by taking into account the potential upside as well
as the downside associated with a particular risk. Thus, a
balancing act may involve an increase in risk. In practical
terms, however, an increase in risk at Hydro One is most
likely to be decided at the strategic level. Once the strategic
plan is set, the primary focus is on limiting the downside
risk of failure to achieve stated business objectives.

Monitor and Review

Risks do not remain static. The magnitude and probability
of a certain risk is affected by internal controls (mitigation)
as well as external changes in the environment. Monitoring
and reporting are fundamental to effective management of
business risks. Furthermore, risks may not always be catego-
rized correctly in the first place. Risks are notoriously hard
to predict, and assessing risks is to a large extent a matter
of qualitative guesswork. As physicist Niels Bohr observed,
“Prediction is very difficult, especially about the future.”

A nice example of changing risk tolerances is Hydro
One’s decision to issue shares on the New York Stock
Exchange. During the period leading up to the scheduled
offering, one of management’s greatest fears was the possi-
bility of an unfavorable news story in the international
press. As things turned out, however, the IPO was shelved.
Then, in October 2003, the company had an oil spill that
overflowed into a small stream and received a lot of press in
Ontario.'* When this got the attention of both the Ontario
Government (Hydro One’s shareholder) and the company’s

14. Refer to Hydro One news releases on October 1 and 2, 2003, about the oil spill in
Pickering. Initially, the city of Pickering was very upset about the oil spill from a station,
the largest single transformer station in North America, in a residential community (see
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“Hydro Plant Oil Spill Riles Mayor of Pickering” in Bell Globemedia, October 2, 2003).
Later, the mayor praised Hydro One’s quick response to the clean up (see “Hydro One
Picks Up Tab for Qil Spill,” Electricity Forum News, October 2003).
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Figure 6 Corporate Risk Profile

Risk Source Risk Rating Risk Rating Risk
Dec. 1999 June 2000 Trend
Growth Very High Very High +
Regulatory Uncertainty Very High Very High *
Organizational Readiness High High *
Network Services Launch N/A High New
Asset Condition High High >
Catastrophic Events High High +
Environmental Contamination High High >
Hazardous Operating Environment Medium Medium $
Market Ready Project Medium Medium >
New Electricity Marketplace Medium Medium >
Economy/Financial Markets Medium Medium +

Board of Directors, the Corporate Risk Management Group
quickly realized that their greatest reputational exposure was
not to the international press, but to the local press and its
power to inflame the sensitivities of Hydro One’s primary
stakeholders. As a consequence, negative provincial press
stories are now identified as a worst-case scenario—consid-
erably worse than their international counterparts—and
strong measures are taken to avoid them.

Corporate Risk Profile

The risk management process described in the previous
section serves as the basic framework for managing risks
at Hydro One. The framework can be used in the normal
conduct of business or for new projects.

To aggregate the information from these processes in a
form suitable for the senior management and board of direc-
tors, the Risk Management Group prepares a Corporate
Risk Profile twice a year. Figure 6 provides an illustration of
the risk profile using the same risk sources contained in the
risk map in Figure 5.

The purpose of the Corporate Risk Profile is to ensure
that the senior management team shares a common under-
standing of the principal risks facing the organization and
to provide a basis for allocating resources to address risks
based on their priority. The Corporate Risk Profile is based
on structured interviews with the top 40 to 50 executives
together with databases from other sources (such as annual
business plans and workshops). The profile reflects the
executives’ assessments of both previously identified risks
and risks that may have been identified since the last profile
in workshops, media scans, or other sources.

Description of Risk Sources
The June 2000 Corporate Risk Profile in Figure 6 shows
the list of the top risks ranked as “Very High,” “High,” and
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“Medium.” As of June 2000, eleven key risks had been identi-
fied. The figure also shows how these risks were rated in the
previous profile and the estimated trend. And as the changes
and trends suggest, the Corporate Risk Profile is by no means a
static document. New risks arise with legislation or new initia-
tives. The severity of some risks can be reduced by mitigation
efforts or changes in external factors. And the estimated sever-
ity of some risks can also change because the risks (and the
consequences of mitigation) are better understood.

In addition to the major sources of risk and their trends,
the Corporate Risk Profile also describes the corporate
objectives that are likely to be most affected by such risks
and the corporate controls being used to mitigate such risks.
Below we describe each of the eleven major risks as evalu-
ated in June 2000 and the corporate measures to manage
such risks.

1. Growth: Hydro One has plans for significant growth
through acquisitions of both existing and related businesses
within and beyond Ontario. This is a major risk source
because there are many substantial barriers to the achieve-
ment of the planned growth. Business development and
financial results are the objectives most likely to be affected.
The actions of the Government (as owner) create the largest
part of this risk because the degree of owner support for
the acquisition strategy is not always clear and firm. Hydro
One has limited experience in identifying, negotiating,
and integrating significant acquisitions. The exposure to
Government actions is mitigated by senior management
participation in Government review processes and a proac-
tive Government Relations function. Acquisition risks are
mitigated by various means, including careful planning and
analysis, staff skill development, and external advisors.

2. Regulatory Uncertainty: The objectives of Hydro
One are greatly influenced by the actions of regulators. The
rules under which regulators operate will likely change as
experience in the restructured industry is gained. Also, other
stakeholder groups will influence regulatory decisions. The
objectives most likely affected are financial results, legal/
regulatory status, and reputation. Methods for mitigating this
risk include increased and more effective interactions with the
Government and the Ontario Energy Board, increased prior-
ity and profile for regulatory matters within the company,
and restoration of the company’s regulatory staff capability
through the addition of senior regulatory staff.

3. Organizational Readiness: Organizational readi-
ness reflects the ability of the company to provide effective
services to customers and to improve operating efficiency
in the new business environment. Many systems and
processes are recognized to be less than optimally efficient
and some inefficiencies are amenable to IT solutions.
Readiness has been both helped and made more complex
by the departure of 1,400 of the most seasoned employ-
ees through the recent voluntary retirement program (see
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the box insert). This risk source impacts competitiveness
and customer service. Methods being used to mitigate this
risk source include performance contracting, compensa-
tion programs, labor relations strategies, and improved
technology prioritization processes.

4. Network Services Launch: The risks associated with
the creation of a separate subsidiary to provide wire network
services in the open market are many and varied, includ-
ing uncertainty about the form of the future competitive
market, the ability of the business to achieve a competitive
cost structure, and the regulatory treatment of the business’s
reorganization costs. Possible consequences of such risks
are reductions in competitiveness, reliability of customer
service, and financial results. Mitigating this risk source
involves a carefully crafted strategy and transition plan.

5. Asset Conditions: The aging of asset wires and the
possibility of underfunded maintenance and incomplete
information about the condition of assets represent risks to
customer service and reputation. Ways to mitigate this risk
include redundancy on the transmission system, emergency
response capability, and increased attention to this issue
through higher planning priority.

6. Catastrophic Events: Hydro One has assets cover-
ing a very large geographical area, and the firm thus faces
some exposure to destructive natural events such as torna-
does, which damage facilities every year, and ice storms,
which are less frequent but can cause widespread damage
and disruption of service. These events affect customer
service, reputation, and financial results. Methods used to
mitigate this risk include those listed under Asset Condi-
tions (see above), as well as emergency preparedness plans
and rehearsals, weather forecasting, and insurance.

7. Environmental Contamination: This risk is largely
driven by lands owned by the company that are contami-
nated with arsenic trioxide. Other contaminants are penta
poles, transformer oils, and PCBs. To mitigate such risks to
the firm’s reputation and financial results, as well as to the
environment itself, the firm uses a combination of limited
insurance coverage with initiatives designed to prevent such
contamination.

8. Hazardous Operating Environment: Essentially
all Hydro One facilities are electrically energized and so
represent a threat to employees, contractors, and the public.
In order to protect the firm’s reputation as well as ensure
employee and public safety, risk mitigation is accomplished
through facilities design, asset maintenance, safe work
practices, and employee training and supervision.

9. Market Ready Project: The Market Ready Project is
a major complex undertaking with uncertain requirements
and has the potential to cause Hydro One to delay the
province’s market opening, to cause significant customer
or regulator dissatisfaction, or to well exceed its projected
budget. Mitigation is provided by giving the project a high
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priority and profile. The recently announced delay in market
opening reduces this risk, although it does not eliminate it,
as even the delayed schedule is seen as tight.

10. New Electricity Market: The evolving electricity
market exposes Hydro One to a wide range of unpredict-
able actions by competitors, customers, generators, and
regulators. Any one of these parties may be able to erode
the company’s market position or increase its costs, thereby
harming financial results. To limit this risk, the company’s
management is active on the IMO Board (the Independent
Electricity Market Operator) and is negotiating a compre-
hensive operating agreement with the IMO.

11. Economy/Financial Markets: Changesin commod-
ity prices, exchange rates, or interest rates can have adverse
effects on net income and cash flows. Hydro One has no
commodity risk and does not trade in energy derivatives.
The direct effect of fluctuations in exchange rates is consid-
ered insignificant, although this may change in the future
if the company issues foreign currency debt. (All debt is
currently denominated in local currency.) The company is,
however, exposed to fluctuations in interest rates through its
floating-rate debt (though corporate policy specifies that at
most 15% of total debt can have floating rates) and through
the refinancing of its maturing longer-term debt. Besides
limiting its use of floating rate debt, the company also
periodically uses interest rate swap agreements to manage
interest rate risk. Management estimates that a 100-basis-
point increase in interest rates would reduce net income
by roughly CAD 25 million—a risk deemed to be “Minor
or “Moderate” on the risk tolerance scale. All prudent
expenses, including interest, are part of our rate base and
recoverable through billing rates, so that any interest rate
increase would eventually be recovered, but it would not
be regarded as good management by the board and would
show up as a reduction of profits in the current year.

Hydro One has some exposure to credit risk, both
from its customers and from the possibility of counterparty
default on its interest rate swaps. The credit risk associated
with customers is effectively managed through a broadly
diversified customer base. The counterparty default risk is
limited by the company’s policy of transacting only with
highly rated counterparties, limiting total exposure levels
with individual counterparties, and entering into master
agreements that allow “net settlement.”

Quantifying the Unquantifiable

The final step of the ERM process at Hydro One is to
prioritize the use of resources for investment planning based
on the risks identified. Hydro One is inherently an asset
management company in the sense that most of its assets
have a life expectancy of from 30 to 70 years. The Invest-
ment Planning Department of Hydro One collaborated
with the Corporate Risk Management Group to develop
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Figure 7 A Risk-Based Structural Approach to Investment Planning at Hydro One
This figure illustrates Hydro One’s risk-based structural approach for determining capital expenditures. The three
projects in the purple box have the highest risk exposure measure and will have the top priority for resource
allocation. This type of ranking of projects across work programs is very useful for resource allocation prioritiza-
tion in the capital expenditures process. “Bang for the Buck” equals “Risk if not done” divided by dollar cost.

Cumulative Risk if Bang for

Program Level Cost Cost not done the Buck®

Tree Trim Highest Risk S 2 S 2 4.6 [ ]

Lines Highest Risk $6 S8 4.5 [ Intolerable Risk

Poles Highest Risk S$1 $9 3.9 [ | _]

Tree Trim Minimum Level S1 $10 2.8 2.80 ]

Lines Level 1 S 3 $13 3.0 1.00

Tree Trim Level 1 S 2 $15 1.9 0.95 “Bang for the Buck”

Lines Minimum Level $5 $20 3.2 0.64

Poles Minimum Level S12 $32 2.3 0.19 |

a risk-based approach for allocating resources. Using this
approach, the company has managed to find an innovative
way of “quantifying the unquantifiable.”

The approach rests on three pillars:

1) the five-point risk tolerance scale (from Minor to
Worst Case) for assessing the estimated impact of a given
risk on a given corporate objective (illustrated earlier in
Figures 3 and 5)

2) the five-point probability rating scale (from Remote
to Virtually Certain) for evaluating the probability that a
given impact will materialize (shown in Figures 4 and 5);
and

3)the quality of controls (or other risk management
mechanisms) designed to reduce the residual risks.

Figure 7 illustrates this risk-based approach for deter-
mining capital expenditures. Each class of asset or type of
expenditure is categorized into different levels as follows:"

* Highest Risk Exposure: an unacceptable level of risk
that must be funded as a priority (and shown in color in
Figure 7).

* Minimum Funding Level: the level of service at which
the risk to the company’s business objectives is considered
barely tolerable.

e Level 1: at chis level of funding, the risk to business
objectives is materially lower than at the Minimum Funding
Level.

e Levels 2 and 3 (not illustrated in the figure): At these
levels of funding, the risk to business objectives is materially
lower than at Level 1. A description of the expenditures and
associated risks is provided for each level. The investment
levels are associated with specific accomplishments—for
example, numbers of kilometers of line cleared, or numbers
of calls answered within 30 seconds.

As also shown in Figure 7, all investment levels for each
asset class are risk-rated based on magnitude and probabil-
ity for the major corporate objectives using a grid. This grid
defines intolerable combined levels of magnitude and proba-
bility (shown as Highest Risk in Figure 7), and assigns a risk
rating based on a scale for the combined rating. Each class
of asset is stratified into different levels of risk (Highest Risk,
Minimum Funding Level, Level 1, and so on). As an example,
“Tree Trim” is broken down into several categories, cach with
its own risk rating. Highest Risk might be minimum clear-
ance near urban centers, while Level 2 might correspond to a
deeper clearance on small lines with lower risk.

Hydro One has applied a method named “Bang for
the Buck” to be used in prioritizing expenditures for non-
Highest Risk risks. The Bang for the Buck index prioritizes
by calculating the risk reduction per dollar spent. For
example, at the top of the Bang for the Buck index in Figure
7 is “Tree Trim” (Minimum Level), which shows 2.8 risk
units (“Risk if not done”) eliminated by spending one dollar
(“Cost”). This gives a Bang for the Buck value of 2.8. At the
other end of the scale, the elimination of 2.3 risk units in
relation to Poles (Minimum Level) by spending $12 gives a
more modest Bang for the Buck value of 0.18.

At the point where the cumulative expenditures reach
the level of the available resources, the planned work for
the year is determined. The documented prioritization of
planned investments in assets is then the subject of a formal
two-day meeting between the senior asset managers and the
executives that is designed to probe and validate assump-
tions before the investment plan is presented to the Board of
Directors as part of the annual business planning process.

Using this approach to enterprise risk management,
the company then attempts to combine the qualitative,

15. A useful analogy for this methodology is to consider in a typical household that
each asset (e.g., house, car, kids' education) has certain expenditure requirements that
are broken down into levels of expenditure; for example, the car has levels defined as Red
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Zone = fixing brakes (impacts safety objectives), Minimum Funding Level = changing oil
to lengthen life (long term financial objective; could also be viewed as Level 1), Level 3 =
paint job (improve the family’s social image).
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Table 1

Benefits of ERM and Outcomes at Hydro One

Examples of ERM Benefits

Hydro One Experiences

Achieve lower cost of debt

Realized higher debt rating and lower interest costs than expected on $1 billion debt issue, which was
the first issue as a new company. Issue was heavily oversubscribed. Ratings analysts stated ERM was a
significant factor in the ratings process for Hydro One.

Focus capital expenditures process on
managing/allocating capital based on
greatest mitigation of risk per $ spent

Capital expenditures are allocated and prioritized based on a risk-based structural approach.

An “optimal portfolio” of capital investments is achieved providing the greatest risk reduction per

S spent. Also, ERM has been used in the management of major projects such as the 88 corporate utility
acquisitions during 2000 and the potential building of an underground cable to the USA.

Avoid “land mines” and other surprises

Since starting ERM, there have been many unusual occurrences at the company. Two significant ones
were spelled out in the Corporate Risk Tolerances ahead of time: the dismissal of the Board of Directors
and the reaction to a large oil spill.

Reassure stakeholders that the business is
well managed—uwith stakeholders defined to
include investors, analysts, rating agencies,
regulators, and the press

During the IPO road shows, the Corporate Risk Management Group was told that the ERM workshops
had greatly assisted the executive team in articulating the risks they faced and what was being done
about them. There are many other examples.

Improve corporate governance via
best practices guidelines

Hydro One has moved from the Board Committees asking why these risk summaries were being brought
to them to a point at which they now routinely expect this information. Directors recognize that Hydro
One is ahead of other companies on whose boards they sit.

Implement a formalized system of risk management

Hydro One has a formalized system that drives periodic assessment, documentation,

that includes an ERM system (a required
component of the 1995/1999,/2004
Australian Standard for Risk Management)

and reporting of all risks.

Identify which risks the company can pursue
better than its peers

Although not necessarily attributable solely to ERM:
¢ A subsidiary involved in marketing electricity was sold due to high commaodity risks.

¢ Several processing and administrative functions were outsourced to transfer labor union and

labor cost risks.

imaginative strengths of scenario planning with the quanti-
tative rigor associated with real options analysis.'® Scenario
planning is a well-established approach (the origins of which
are generally traced to practices at Royal Dutch / Shell") for
thinking about major sources of corporate uncertainty. Real
options, on the other hand, is a more scientific, finance-
oriented approach that, at least in well-defined cases, can
be used to quantify possible outcomes and the value of
different strategies for dealing with such outcomes. In the
case of an oil exploration company, for example, scenario
planning might be used to help management anticipate the
set of political and economic events that could lead to $100
per barrel oil prices. Real options could be used to estimate
how much the firm would be worth while also providing
management with a value-maximizing schedule for devel-
oping its reserves.

Benefits of ERM and Outcomes at Hydro One
Hydro One’s 2003 Annual Report summarizes the benefits
of ERM as follows: “An enterprise-wide approach enables
regulatory, strategic, operational, and financial risks to be
managed and aligned with our strategic business objec-
tives.” Table 1 reflects our attempt to list and elaborate on
some of the key benefits. While most are qualitative and
difficult to quantify, all are perceived as valuable.

From a finance perspective, the most direct evidence of a
benefit from ERM is the positive reaction of the credit rating
agencies and the resulting reduction in the company’s cost of
debt."® In 2000, Hydro One issued $1 billion of debr, its first
issue as a new company after the splic-up of Ontario Hydro.
According to recent conversations with senior ratings analysts
at Moody’s, ERM was then (and continues to be) a signifi-
cant factor in the ratings process for the company.'® The firm

16. See, for example, Kent D. Miller and H. Gregory Waller, “Scenarios, Real Options
and Integrated Risk Management,” Long Range Planning, Vol. 36 (2003), pp. 93-107, for
a good general discussion.

17. See, for example, Paul J. H. Schoemaker and Cornelius A. J. M. van der Heijden,
“Integrating Scenarios into Strategic Planning at Royal Dutch / Shell,” Planning Review,
Vol. 20, No. 3 (May-June 1992), pp. 41-46.

18. For additional discussion and examples of ERM and its effect on the cost of capi-
tal, see “University of Georgia Roundtable on Enterprise-Wide Risk Management,” Journal
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of Applied Corporate Finance, Vol. 15, No. 4 (Fall 2003), pp. 18-20.

19. On September 13, 2004, telephone interviews were conducted with senior ratings
analysts at Moody's to verify the importance of Hydro One’s ERM program in the credit
rating process on their long-term debt. Moreover, as part of Moody's Enhanced Analysis
Initiative, ratings methodologies measuring the quality of corporate governance and risk
management include specific questions related to enterprise risk management. See, for
example, Questions 16, 17, and 18 of Moody'’s Corporate Governance Assessment and
Moody'’s research methodology.
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reportedly received a higher rating on this initial issue (AA-
from S&P and A+ from Moody’s) than initially anticipated,
and the issue was oversubscribed by approximately 50%.
To quantify the potential yield savings, consider that since
2000, the long-term mean yield spread between AA and A
has averaged approximately 20 basis points. And if we conser-
vatively credit ERM with reducing the company’s debt costs
by, say, ten basis points, this translates into annual savings in
interest costs of $1 million on the $1 billion in new debt.

Another clearly important benefit is the improvement
of Hydro One’s capital expenditure process using the risk
mitigation prioritization index. As described in the previ-
ous section, this process takes into account the benefit of
risk reduction in all major risk categories (that is, regula-
tory, financial, reliability, safety, reputation, and so on) by
allocating capital expenditures according to the greatest
overall risk reduction per dollar spent. While the system
is complex and involves extensive computer modeling,
the result is a capital allocation process that is much more
likely to lead the firm toward the optimal (viewed on a risk-
adjusted basis) portfolio of capital projects.

In addition to a lower cost of capital and improved
capital allocation, our discussions with Hydro One’s
management also suggest a number of less tangible benefits,
some of which are described in Table 1. Perhaps most
important, top management seems convinced that employ-
ees at all levels of the organization now have a much better
understanding of the firm’s risks and what they can do to
manage them. And, as described in the next section, this
process appears to have led to an impressive change in the
company’s corporate culture.

Current Status

Instead of the title “Current Status,” we could have substi-
tuted “The Evolution of the CRO.” At the outset of the
ERM initiative, the Corporate Risk Management Group
consisted of the CRO (part-time) and two full-time profes-
sionals. To date, the group has conducted more than 180
workshops and authored numerous internal reports on stra-
tegic risk management. Some of these reports were prepared
in the normal conduct of business and were issued regularly.
Other reports were requested ad hoc, such as the strategic
risk management analysis of a voluntary retirement program
at Hydro One that is summarized in the box insert.

From the end of 2003 until the present, there have
been no full-time members of the Corporate Risk Manage-
ment Group. The CRO devotes 20% of his time to this
role, and his previous staff have been reassigned to other

jobs, although they are occasionally “borrowed back” for
certain specific high-risk ERM projects. This reduction in
personnel is not a sign of failure, but rather of two notable
accomplishments:

* The transfer and generation of knowledge on strate-
gic risk management throughout the organization has been
so effective that strategic risk management is considered to
be embedded in the various subsidiaries and divisions to
such an extent that the need for extensive central planning,
implementation, and monitoring is significantly reduced. As
evidence of Hydro One’s success in making “risk manage-
ment everyone’s responsibility,” in 2002 the Corporate Risk
Management Group received the firm’s “Sir Graham Day
Award for Excellence in Culture Change.”® In the words of
the then CEO and President of company,

Thanks to this team, Hydro One is becoming a leader in
enterprise risk management—a key best-practice in the energy
industry, and a critical element of good corporate governance. ..
This group’s progress to date has also garnered attention from
other organizations. In fact, the risk managers from the World
Bank and Toronto General Hospital have visited Hydro One
to learn about our methods.

* Hydro One has become a well-established company
both internally and externally. In 1999 it was a “new”
company operating in a market that was to be deregulated
and it was scheduled for privatization through an IPO. Today
Hydro One has over five years of experience as an indepen-
dent company. It has demonstrated its ability to compete
in a market that had been deregulated (but is now moving
toward more regulation), and its ownership structure is now
considered stable. Thus, the extent to which Hydro One faces
internal and external changes has been markedly reduced.

The CRO continues to provide support for senior
managers and develop risk management policies, frame-
works, processes, and other analyses as needed. But thanks to
the success of the program, the demand for hosting numer-
ous workshops and establishing a risk management culture
is greatly diminished. In short, risk management and aware-
ness has become a mature operation at Hydro One.?!

Conclusion

This article describes the implementation over a five-year
period of enterprise risk management at Hydro One, a Cana-
dian electric utility company that has experienced significant
changesin itsindustry and business. Starting with the creation
of the position of Chief Risk Officer and the deployment of a

20. See Hydro One Inc.'s 2002 President's Awards.

21. Interestingly, the outcome of ERM at Hydro One is consistent with the predictions
of a survey by The Conference Board of Canada in which respondents felt that the need
for a specific risk officer may decline as it is more widely implemented in organizations
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and the CRO’s responsibilities would then be distributed to the operating units or assimi-
lated into the CFQ’s duties; see The Conference Board of Canada, “A Composite Sketch
of a Chief Risk Officer” (2001).
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n the carly summer of 2000, the Risk Manage-

ment Group was asked to perform an enterprise risk
management analysis of the risks related to a Volun-
tary Retirement Package (VRP) that was offered to
employees at Hydro One. The purpose of the Volun-
tary Retirement Package was to reduce staff and related
costs in preparation for an IPO. However, the Volun-
tary Retirement Package turned out to be almost too
much of a success. Hydro One lost 1,300 employees out
of a total of over 6,000 employees—far more than the
800 that were expected to take the package. And the
1,300 employees were in most cases senior and experi-
enced personnel. The senior management of Hydro One
feared that without a rigorous analysis, some unjusti-
fied requests for personnel to replace those who had left
would eradicate the economic benefits of the program.
In risk map terms, the purpose of the enterprise risk
analysis was to address the bubbles in the far right-hand
corner and move these bubbles toward the lower left-
hand corner as cost effectively as possible. (See Figure 5
for an illustration of this concept.)

The Corporate Risk Management Group discussed
business objectives and related risk tolerances with about
40 managers whose groups had experienced material
VRP losses. The group asked the managers what actions
they had taken or planned to compensate for VRP losses
(such as efficiency improvements or dropping activities)
and where they felt they still had a resource gap that could
impact corporate objectives. The interviews allowed the
Corporate Risk Management Group to identify units
where the VRP losses resulted in material risk and what
the impacts of those risks might be. The group vetted
this feedback through a series of interviews with senior
management responsible for each major functional area
(Finance, Regulatory, and so on) to validate middle
management’s assessment of both the gap and the
impacts. For areas of material risk (“Major” or higher),

the group asked managers what could be done in order
to reduce risk to a “Moderate” level or lower.

The managers indicated that they had taken actions
or had plans underway to compensate for the loss of
some of the employees. The most important mitigating
technique was from planned efficiency gains, but the
possibility of hiring contract / temporary workers was
also planned. Overall, managers estimated that they
could compensate for 1,100 employees out of the 1,300
employees lost, thus leaving a gap of some 200 employ-
ees to mitigate excessive levels of risks.

The Corporate Risk Management Group devel-
oped a draft list of VRP risk sources, which the senior
management team assessed and ranked at a two-hour
facilitated workshop, using electronic voting technol-
ogy and the Delphi Method. The result was a list of
11 risk sources ranked according to their significance.
“Customer Relations” and “Network Services” topped
the list with a risk score of 3.9 and 3.8 on a five-point
scale integrating both magnitude and probability. For
example, “Customer Relations” was voted as having a
magnitude of 3.8 and a probability of 4.1, which gave an
ultimate risk score of 3.9.

Some of the risk sources pertained to specific
organization units while other risk sources were generic
(organization wide). For the unitspecific risks, the
Corporate Risk Management Group calculated on the
basis of input from managers that a mitigation process
that reduced all risks to a “Moderate” level or lower (1
or 2 on a five-point scale—see Figure 3) would require
126 full time employees and CAD 4.4 million. For the
generic risks, a combination of monitoring, planning,
and risk assessment programs was proposed. The
mitigation as to unit-specific risks as well as generic
risks was not intended to eliminate the VRP as a source
of risk but to reduce the risks to acceptable levels in a
cost-effective way.

pilot study involving one of the firm’s subsidiaries, the ERM
implementation process has made use of a variety of tools and
techniques, including the “Delphi Method,” risk trends, risk
maps, risk tolerances, risk profiles, and risk rankings.
Among the most tangible benefits of ERM at Hydro
One are a more rational and better-coordinated process for
allocating capital and the favorable reaction of Moody’s and
Standard & Poor’s, which has arguably led to an increase
in its credit rating and a reduction of its cost of capital.
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But perhaps just as important is the company’s progress
in realizing the first principle of its ERM policy—namely,
that “risk management is everyone’s responsibility, from
the Board of Directors to individual employees. Each is
expected to understand the risks that fall within che limits
of their accountabilities and is expected to manage these
risks within approved risk tolerances.” The implementation
process itself has helped make risk awareness an important
part of the corporate culture.
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As a result, the management of Hydro One feels that the
company is much better positioned today than five years ago  TOM AABO is an Associate Professor at Aarhus School of Business
to respond to new developments in the business environment,  (Denmark).
favorable as well as unfavorable. Indeed, ERM can be viewed
as an integral part of the company’s current business model. ~ JOHN R. s. FRASER is Chief Risk Officer at Hydro One Inc.

As Charles Darwin noted over 150 years ago, in a world where

mutability is the only permanent feature of the landscape,  BETTY j. SIMKINS is an Associate Professor of Finance at Oklahoma
“It’s not the strongest of the species that survive, nor the most  State University.

intelligent, but those that are the most responsive to change.”
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